Cisco Clean Access in the Residence Halls
MSU Billings has implemented the Cisco Clean Access network admission control solution in the residence halls. This security solution was put into place in an effort to decrease the use of peer-to-peer file sharing applications and the threat posed by viruses and worms on the university's network.
All students with Windows and Mac PCs living in the residence halls are required to install the Clean Access Agent security software. Students are required to authenticate to the network using their campus username and password. The computers being used will be checked by Clean Access to make sure that it has the necessary security software and system patches installed before being allowed on the network. Any PC that does not meet the security requirements will dynamically be placed into network quarantine and provided the necessary instructions and security software. After the PC is certified, full network access will be restored. The Cisco Clean Access solution does not access your personal files, block any applications, or monitor your network traffic. 
How to Obtain the Clean Access Agent in the residence halls: 
1. Make sure to uninstall any file sharing programs (ex: limewire, frostwire, and Kazaa), BitTorrent programs (ex: utorrent and Azureus) and Skype.
1. Plug your computer into your room port.
1. Open your web browser. You will be redirected to the university login page. 
1. Log in using your campus username (firstname.lastname) and password (last 6 digits of your banner id if this is the first time you have logged on). 
1. You will be directed to install the Clean Access Agent.
1. Click the Download Clean Access Agent button and follow the installation wizard's instructions to install the software. Installation does not require a reboot. 
How to Log In to the Network: 
1. Login is done using the Clean Access Agent. 
1. After Clean Access Agent is installed, the agent login window will appear automatically whenever your computer attempts to access the campus network. 
1. Enter your username and password and click login. 
1. Follow the instructions given to remediate any failed checks found on your PC. 
1. After your PC is certified, you will gain full network access. 
For assistance please log your problem at the front desk and the RTA will stop by your room.  Below is a  free virus protection websites if you have not purchased a plan.
AVG                                       Http://free.avg.com

