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Background

¢ Network Administration

» Network Security

¢ Certified Infermmation Systems
Auditer (CISA)




Security Vs. Audit

¢ Distinct but complementary
¢ More of a focus on internal issues

¢ Process oriented
— Human element

& A comprenensive and successiul security/
selution

— Securiby andrPrNacy

¢ lncludes the nen-technical aspects) ol
reducing 1IN fsk

¢ lireat the symptems o fiind a cuke




Current Compliance Programs

& Sarbanes-Oxley — 404

¢ Health Infermation Pertability and
Accountability: Act (HIPAA)

» Gramm-Leach-Bliley
—EDIC, FFIEC

» FERC/NERC
¢ EIC Saleguards Rule




Reasons to Conduct an Audit

The goal off an Information Systems audit IS to
ascertain; the controls in place for alll technologies
N Use and provide an Independent opinien on the
effectiveness of thoese controls in regards te
containing risk.

Regulateny reguirements
REeQUESH frem a DUSINESS parther
Viarketing

EmpleyeerEvaltaten
Pre-active appreach e SeCULY




SAS 70

¢ Statement on Auditing Standards (SAS) No. 70,
Service Organizations, IS an internationally
recognized auditing standard developed by the
American Institute of Certified Public Accountants
(AICPA).

& A SAS 70 audit or service auditoer's examination Is
widely recegnized, Because It rFepresents that: a
SERVIce erganization has Been threughr an In-
depth audit off thelr contrelf actiVItIES, Whlch
generally/ inclucde’ conitiels ever Infermatien
techneleey and related ProCESSES.




SAS No. 70 allows erganizations to disclose their
control activities and processes to their
custemers and their custemers’ auditors in a
uniferm reporting fermat. A SAS 70 examination
signifies that a service erganization; has had Its
contrel ebjectives and control activities examined
Py an Independent accounting and auditing firmm.

9 Einancial reperting
¢ Acceptable fermat to present te 31° parties
¢ lesting off contiols




Defining Scope

+» Most iImportant step
— Easy to lose fiocus

¢ Select audit programs define scope
(e.g. HIPAA)

¥ Organization defines; system: (e.g.
STASINZ0))

—(Can e s Pea0 el S RAeWW 2SN/ e U
deem stiiicieni




Vague But True

¢ Gramm-Leach-Bliley as an example.

¢ Cut and paste the text ofi the law: into
MS Woerd = 270 pages.

¢ Look for the section that deals with
technelegy: (Sec 504(19))




501(b)

(b) FINANCIAL INSTITUTIONS SAFEGUARDS- In
furtherance ofi the policy In subsection (&), each agency or
authority described in section 505(a) shalll establish
appropriate standards for the financial institutions subject
to thelr jurisdiction relating to administrative, technical, and
physical safeguards--

(1) to InRsure the security and confidentiality, of custemer
records; and information;

(2) to pretect against any. anticipated threats o hazards to
the securiby, or IRtEgKIty, Off SUch records; and

() 10 protect against UnaUthorZEd aCCESS 10 O) USe ol SUch
rEcerds or Information wWhich: couladfresultin sunstantizl
2NN G INCONVENIENCE 1OF 2y CUSIOMEN:




» 270 pages of law
¢ 3 sentences of IT guidance

» Canrt specily technelegies
— |60 many, optiens
— Change e fiast

o Scalaiiicy,
— ey denr-Wanit ter WiAter thisHaw: again




The Big Picture

¢ IS compliance Is not a series of independent
events addressing Individuall technolegies that In
the end hoepefully: add up to a complete selution.
— You’re goeingl to run out of fingers te plug the dike.

¢ Due to the highly integrated nature of
Infermation; Systems, IS compliance must: be
addressed In a comprenensive manmner.

¢ Contrels sheuld he established that address
IRfermation Sy/stems; as a Whole
— Viere thoereugh
— [Cessiwerk
— [lessi chance off InadVertenit exposure




The List

¢ A comprehensive IS compliance plan should
address all of the fellewing that are applicable in
d Imanner that Is apprepriate ok your faciity.

¢ Due to time constraints and the variety of
environments these may be employed, individual
iiems will not: be discussed at length.

» NMainframes/Core Application
¢ Lecal Area Network

o Wide Area Network

9 RISk lVianagemeni




Workstations

Internet ACCESS

Physical Security.

Disaster Recovery planning

Decumented Policies and Preocedures

Strategic Planning

Iraining

SUpPort

\/ENoers/Contractors

System and User Activity: ReEporting andl Review

¢
¢
¢
¢
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Internal Audit functions
Firewalls
Trelecommunications
Remote ACCess

Backups

Offsite Storage
InVventeres

Legical ACCESS) SChREmas
Electronic Viaul

Virus Conitrols

¢
¢
¢
¢
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¢ Imaging
& Security Breaches
& Testing
¢ Internet Services

¢ 39 Party Software




Risk Management

¢ IS compliance efforts never end. It’s an annual
cycle of risk assessment and risk mitigation.

& “‘the organization's risk assessment should be a
written document that develops a thoereugh
PrECESS Whereby, afficials identify, the lecation and
degree of sensitivity off confidential infermation,
detaill specific areas of risk, determine the level of
risk;, and then determine the: Best Way, ter mitigate
that risk:™

o AlNIS securty, planpime wWillserther ve hased en
the results or tie back to It




Information Security Program

& A security process includes:
— |ldentifying risks
— Forming a strategy te manage those risks
— |mplementing the strategy.
— Provide necessary training
— Jiesting the implementation
— Vienitering the envirenment te contrel the risk




Your Staff

At some point In every exit conference | tell the group
the same thing.

— “Your most valuable asset will be an educated end

user and your highest element of risk will be an
uneducated one.™

It IS Imperative te get your stafifi invelved with IS
compliance efforts throughl education and! training.

| do not mean:

— VIS Werd, EXcell, ete traiming (@alitheugh still
penenecial)

— Stafif need to hecome technical Wizards

WhREE ISHImMPerERt IS that they/ unederstancrthell: relé

and respeRsivilives regarding the technelegy/ Inrplace
iy eUIacinG/:




Due Diligence

¢ If you implement an IS compliance
program merely te satisty the examiners
or get a business partner off of your back,
yoeurre deing It for the WRONG reason.

¢ The right reasen Is te) establisi a program
that helps e reduce: the risk te) youl
ehganization pPresented Py emerging
technelegies and terpelp maitain e
SEcUty and pPrVAacY/, Gl Y/oUKS) G Youl
CUStOMEr S IReHRNAaeR:




Common Sense

¢ Strip away the legalese and the
legisiative requirements:

¢ 1. Strong Operating Practices
9 2. Soeund Security, PrRciples

¢ Do the Right Thing

— DI Brarthwaiter = Senior adviser on Healthl nfiermatien
Pelicy, U.S; DeEpartment oif iHealthr aned Humean SErVICES
(DHHES)




Mantras

¢ Appropriate for your facility
— Tallored solution

» Manageable for your staff
— SKill sets and time invelvement

9 SUpPeKE BUSINESS geals
— Shoeuldinoet ve counter-productive

9 Creation Vs, maintenance
— SeliF ststaIRne pregrang



End Result

¢ llaking a leng-term approach, however,
yOU| are goling to see the benefits
— [Lower risk
— |Less tiime addressing examiner indings
— Streamiining the processes dependent on IS
— |ncreased! Ssecurity.
— Viaximized tilizatien: of technelegy. Investmeni




— Greater awareness to aid Iin future decision making
— More Informed staff
— High degree of preparedness for emergencies

& [he ecenomic benefits fromi IS compliance efforts
are derived from maintaiming business results
and proefitabpility, net rem Increasing proifit.

9 he key tormaitaiing prefrtaniiicy i a
technoelegically/ changing envireRment Is hew well
Veumaintain contiel:







